
Cyber Defense
B e s t  P r a c t i c e s



Agenda 

Security is a FEELING

Defense in Depth

Least Privilege / Zero Trust

McCumber Cube (CIA, TPP, and Data); AAA

Example Frameworks (NIST, ISO, and others)



Security is both a feeling and a reality, 
and they're different. 

You can feel secure even though you're not.

You can be secure even though you don't feel it.

Security is a FEELING



DEFENSE IN 
DEPTH

Developing a defensive strategy

Information security strategy integrating people, technology, and operations 
capabilities to establish variable barriers across multiple layers and missions of the 
organization   -NIST

• Defined Organization

• Risk Appetite 

• Top-Down Implementation

• Business Continuity Plan (BCP)  

• Disaster / Recovery Plan

https://www.youtube.com/watch?v=Rmps-hVxZ5s

https://www.youtube.com/watch?v=Rmps-hVxZ5s


Zero Trust / Least 
Privilege
Click to add title here

• Lorem ipsum dolor sit amet, 
consectetur adipiscing elit.

• Phasellus auctor efficitur dui et facilisis. 

• Pellentesque habitant morbi tristique senectus 
et netus et malesuada fames 
ac turpis egestas. 

• Etiam molestie in quam ac viverra. 

• Cras consequat gravida aliquam. Maecenas 
cursus eleifend risus, in vulputate velit 
imperdiet non.Etiam molestie in quam ac 
viverra. 



Access Authentication Auditing



Confidentiality, Integrity, and Availability (CIA) Triad

People, Processes, and Technology (PPT) Defense

At Rest, In Process, In Transit (Data)

Cybersecurity Frameworks

McCumber Cube
I n f o r m a t i o n  A s s u r a n c e  

The concept of this model is to devise a robust information 
assurance program; one must consider not only the security goals 
of the program but also how these goals relate specifically to the 
various states in which information can reside in a system and the 
full range of available security safeguards that must be considered 
in the design. The McCumber model helps one to remember to 
consider all important design aspects without becoming too 
focused on any one in particular 

https://www.ncyte.net/academia/faculty/cybersecurity-
curriculum/college-curriculum/interactive-lessons/the-mccumber-
cube-and-cia-triad

https://www.ncyte.net/academia/faculty/cybersecurity-curriculum/college-curriculum/interactive-lessons/the-mccumber-cube-and-cia-triad
https://www.ncyte.net/academia/faculty/cybersecurity-curriculum/college-curriculum/interactive-lessons/the-mccumber-cube-and-cia-triad
https://www.ncyte.net/academia/faculty/cybersecurity-curriculum/college-curriculum/interactive-lessons/the-mccumber-cube-and-cia-triad


McCumber Cube overview



NIST Frameworks

Risk Management Framework (RMF)

Cybersecurity Framework (CSF)



https://csrc.nist.gov/projects/risk-management

NIST Risk Management 
Framework (RMF)

https://csrc.nist.gov/projects/risk-management


NIST Risk Management Framework

https://www.youtube.com/watch?v=d8Z1RyhmRXg

https://www.youtube.com/watch?v=d8Z1RyhmRXg


NIST Cybersecurity 
Framework (CSF)

https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework


NIST Cybersecurity Framework (CSF)
https://www.youtube.com/watch?v=Ula3TG8QS7g

https://www.youtube.com/watch?v=Ula3TG8QS7g


Thank 
You !
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